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Figure 1: Our study explores user perceptions of web-browser tracking protection plugins under the three conditions no plugin,

functional plugin, and placebo plugin, where users were only primed with narratives without altering the website. During

a hotel booking task, users felt more protected with functional or placebo plugins despite no actual changes to the website,

revealing the participant’s inability to judge tracking protection effectiveness accurately. We generated the figure using DALL-E.

Abstract

Third parties track users’ web browsing activities, raising privacy
concerns. Tracking protection extensions prevent this, but their in-
fluence on privacy protection beliefs shaped by narratives remains
uncertain. This paper investigates users’ misperception of tracking
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protection offered by browser plugins. Our study explores how
different narratives influence users’ perceived privacy protection
by examining three tracking protection extension narratives: no
protection, functional protection, and a placebo. In a study (N=36),
participants evaluated their anticipated protection during a hotel
booking process, influenced by the narrative about the plugin’s
functionality. However, participants viewed the same website with-
out tracking protection adaptations. We show that users feel more
protectedwhen informed they use a functional or placebo extension,
compared to no protection. Our findings highlight the deceptive na-
ture of misleading privacy tools, emphasizing the need for greater
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transparency to prevent users from a false sense of protection, as
such misleading tools negatively affect user study results.
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1 Introduction

Tracking on the internet involves monitoring and recording users’
online activities, such as the websites they visit, the pages they
view, and the links they click [28]. Advertisers, website owners,
and data brokers use various methods to track users, including
cookies, web beacons, browser fingerprinting, and tracking pixels,
often unbeknownst to the user. These techniques allow website
operators and data brokers to collect detailed information about
users’ behavior and preferences, often without the user’s explicit
consent [26]. As a result, users can be profiled based on their online
behavior, leading to targeted advertising and potential misuse of
personal information. Although methods for measuring the amount
of internet tracking exist [10], users can rarely reflect on the quan-
tity and implications of their tracked information [30]. There are
several methods for users to maintain control over their privacy
online, such as regularly clearing cookies, enabling Do Not Track
settings, or utilizing VPNs [23]. In addition, tracking protection plu-
gins have become popular companions on the internet. Examples
include Ghostery, uBlock Origin, Disconnect, and AdGuard. These ex-
tensions promise to prevent user tracking online and, thus, protect
user privacy. Such tracking protection plugins promise to safeguard
the user’s privacy, preventing unauthorized access and misuse of
sensitive data, such as personal interests, health conditions, and
political beliefs. Preventing tracking also helps avoid profiling and
discrimination, such as differential pricing or targeted political
ads [35].

However, users cannot perceive the extent of data tracking or the
effectiveness of their privacy protections, thus relying on the pro-
tection narrative they receive from privacy protection extensions.
Similar to placebo in medicine, this invisibility means that users
rely on the narratives of privacy tools and plugins to safeguard
their online activities based on the protection narrative they re-
ceive. While privacy protection extensions like ad blockers demon-
strate visible functionality (i.e., blocking ads), tracking protection
extensions lack such tangible indicators, leaving users dependent
on the provided extension narratives. Previous work assessed the
impact of narratives on user performance, finding that users be-
lieve that they achieve better results using systems that provide
improvements through artificial intelligence. At the same time, no
functionality was present [16, 17]. Boot et al. [3] pointed out that

user expectations through narratives manipulate user satisfaction
and self-assessed performance. This subjective user satisfaction can
be further enhanced by presenting control interfaces, giving users
a phantom perception of control [37]. Based on previous research,
we draw a parallel to the functionality of tracking protection ex-
tensions: if protection plugins do not function properly or falsely
claim to provide security through a narrative, they act as a placebo.
This means users may believe they are protected from tracking,
whereas in reality, their data is still being monitored and collected.
This misconception can lead to complacency and may distort how
users evaluate privacy-preserving systems in study settings. How-
ever, previous research did not investigate how narratives shape
the perception of data-tracking protection extensions.

In this paper, we examine how users perceive their level of protec-
tion when using one of three different protection mechanisms with
different tracking protection narratives: (1) No Protection Narra-
tive, (2) Functional Protection Narrative, and (3) a Placebic
Protection Narrative (see Figure 1). Participants were informed
that the No Protection Narrative offered no tracking protection,
while both the Functional Protection Narrative and Place-
bic Protection Narrative were presented as tracking protection
plugins, explained through a narrative. However, only the Func-
tional Protection Narrative actually implemented tracking
protection, whereas the Placebic Protection Narrative claimed
to offer protection but, in reality, did not offer any protection. In a
within-subjects user study with 36 participants, each participant
was primed with the respective tracking protection narrative dur-
ing a hotel booking process, a common task that is associated with
providing personal data and data tracking activity [40], where the
participants assessed their anticipated and perceived protection
before and after the interaction. Furthermore, participants viewed
the same website independent of the tracking protection exten-
sion used, and we only manipulated the narrative of the currently
used plugin. Our results indicate that the perception of privacy
protection is significantly enhanced when users are primed with
a Functional Protection Narrative or Placebic Protection
Narrative compared to a No Protection Narrative. We discuss
how promised privacy protection mechanisms may deceive users
when these mechanisms are ineffective and advocate for greater
functional transparency in privacy protection extensions, noting
that studies regarding privacy-preserving systems may be affected
by placebic narratives, which need to be carefully controlled.

Contribution Statement

The contribution of this paper is twofold: (1) We demonstrate that
participants’ perceptions of privacy protection are significantly
shaped by the narrative of privacy-preserving systems they are
presented with, showing the importance of including a placebo con-
dition in privacy research and (2) we discuss strategies to minimize
placebo effects in user studies examining the perceived effectiveness
of privacy-preserving systems.

2 Related Work

We report prior work on the use and perception of tracking protec-
tion extensions. Next, we summarize findings on how users evaluate
interfaces after being primed with a placebo system description.

https://doi.org/10.1145/3706598.3713912
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2.1 Tracking Protection Extensions

Developers and researchers have explored privacy protection by
blocking connections to third-party servers and preventing data
storage on users’ devices. Browser extensions became popular for
their easy integration into web browsers [21]. Tracking protection
extensions enhance privacy by blocking tracking scripts, cook-
ies, pixels, and web beacons. They prevent device fingerprinting
by obfuscating browser and device details and blocking referrer
headers. These extensions often include privacy-friendly defaults,
such as sending “Do Not Track” signals and clearing cookies after
sessions. Popular plugins, such as uBlock Origin1 or Disconnect2
provide default settings to maximize privacy without requiring
user knowledge. At the same time, tracking protection extensions
provide visualizations to inform users about their privacy safety.
However, Schaub et al. [30] showed that users are uncertain about
the reflected metrics and have difficulty assessing the privacy pro-
tection levels. Despite their benefits, tracking-protection browser
extensions face scrutiny for their extensive access to users’ vis-
ited websites, raising concerns about potential privacy risks and
information leakage. For example, Starov et al. [32] examined pri-
vacy leakage in the 10,000 most popular Google Chrome extensions.
They found that many extensions unintentionally leak sensitive
user data, like browsing history and search queries, often due to
how they handle third-party content. To mitigate this issue, the au-
thors developed BrowsingFog, a browser extension that obfuscates
a user’s browsing habits, protecting their private information from
being inferred by history-stealing trackers. A study by Kariryaa
et al. [14] showed that users are unaware of the privileges they
provide to the extension providers. The study also found that users
trust extension developers but have a limited understanding of
how extensions work. This supports previous findings by Schaub et
al. [30], who showed that users struggle to interpret the feedback
from these extensions, limiting their understanding of the protec-
tion provided. Tracking protection extensions can also be used to
fingerprint users. Gulyas et al. [11] found that 54.86% of users with
detectable extensions are unique, and this increases to 89.23% for
those with both an extension and a login, highlighting privacy risks.
Despite this, the study suggests the benefits of privacy extensions
outweigh the risks and recommends countermeasures. Overall, the
balance between providing robust tracking protection and ensuring
the extension does not become a source of privacy vulnerability is
a critical issue that research must investigate.

2.2 Tracking and Privacy Awareness

The previous section highlighted the importance of informing users
about how tracking protection extensions enhance privacy. Users
often struggle to assess the level of privacy protection provided, as
the extensions’ actions are unclear [30]. Many extensions, including
uBlock Origin and Disconnect, offer metrics to quantify privacy
improvements, and past research has explored ways to make these
metrics more understandable for users. Starov and Nikiforakis [33]
introduced PrivacyMeter, a browser extension that calculates a pri-
vacy score for websites based on their privacy practices relative to

1https://ublockorigin.com
2https://disconnect.me/disconnect

other sites, addressing limitations of existing anti-tracking exten-
sions. They found that PrivacyMeter effectively evaluates websites
by covering various privacy practices and providing accurate mea-
surements with minimal performance impact. The study highlights
the potential of crowdsourcing for privacy research while stress-
ing the need to balance user anonymity with protection against
malicious clients. Similarly, Takano et al. [36] presented MindYour-
Privacy, a system designed to visualize third-party web tracking
and identify packets that infringe on users’ privacy. An evaluation
of MindYourPrivacy showed that visualizing web tracking signifi-
cantly enhances users’ awareness of privacy issues. Bhattacharjee
et al. [2] explored how visualization can facilitate transparency
in privacy implications for various stakeholders within the data
ecosystem. The study highlights existing gaps and research oppor-
tunities in privacy-preserving data visualization, emphasizing the
necessity for collaboration among stakeholders. It suggests that
developing privacy-focused techniques, policies, and visualization
tools is essential to balance privacy and utility in data sharing.
In summary, past research has explored how to help users bet-
ter understand how privacy extensions protect their data. Despite
these efforts, users still struggle to assess the effectiveness of these
tools [30], often relying on trust in the extensions’ functionality.
This trust can lead to overreliance and inflated expectations, espe-
cially when the extensions fail to perform as intended. We discuss
how such user expectations can distort the perception of a system’s
functionality.

2.3 The Placebo Effect of Interactive Systems

A medical placebo, such as a sugar pill that contains no active in-
gredients, can enhance a patient’s subjective condition [7] without
involving any active substance or specific procedure. This placebo
can relieve pain [18] or aid in treating various ailments [1], thus of-
fering effective medical treatment without a mechanism specific to
the illness. The key factor in the placebo effect is the patient’s belief
in the placebo’s effectiveness, which results in a positive assessment
after treatment [24, 34]. Consequently, the placebo treatment must
manipulate the user’s expectations towards an improvement as a
prerequisite for being successful [12]. Increased user expectations
towards a novel system may change the subjective and objective
perception through a novelty effect. Wells et al. [39] showed that
the perceived novelty is a prominent emotional belief significantly
influencing the adoption of information technology innovations.
In the context of human-computer interaction, studies in gaming
experience pioneered investigating placebo effects. Providing users
with a game description that adapts the game difficulty according
to the players’ performance changes the subjective gaming expe-
rience [5]. Spiel et al. [31] showed how adaptive difficulty, based
on performance and eye movements, affects gameplay experience
in TETRIS. The results suggest that eye-movement-based adaptive
difficulty does not significantly impact player performance, but the
way adaptive difficulty is presented can influence players’ game ex-
perience and perceived competence. In summary, previous research
suggests that placebos do exist in interfaces where users cannot
fully gauge a system’s functionality. Consequently, users face dif-
ficulties in assessing their own competence and the effectiveness
or reliability of interfaces. Recent research investigated placebo

https://ublockorigin.com
https://disconnect.me/disconnect
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effects in AI systems as users face similar challenges regarding
functional transparency. Kosch et al. [17] showed that, although
users were interacting with a non-adaptive system throughout the
study, they believed to perform better when using an allegedly
adaptive AI-based system. Villa et al. [38] investigated how place-
bic cognitive augmentation systems affect the risk-taking behavior
of users, finding that participants were taking on more risk during
sham augmentations3. Pataranutaporn et al. [27] investigated how
participants perceived voice agents with neutral, malevolent, and
benevolent intent. The results showed that participants assessed
the benevolent voice agent as helpful, although participants were
interacting with a neutral voice agent throughout all conditions.
Kloft et al. [16] found that participants performed better when they
believed an AI-enhanced their task interface, even when no AI was
present. Previous research showed that the efficacy of placebos
in interactive systems depends on the narrative. In this context,
Bosch et al. [4] showed that the narrative about using a specific
display refresh rate already skews the performance perception of
participants.

2.4 Summary and Research Gap

Prior research explored the functionalities and limitations of track-
ing protection extensions, showing that users are challenged with
understanding the privacy metrics and exact functionality of such
extensions [11, 14, 30], letting user rely on the narrative of the ex-
tension. Efforts to enhance transparency through visualizations and
metrics have demonstrated mixed success, as users often rely on
trust rather than fully understanding the protections offered [33, 36].
Additionally, studies on placebo effects have shown that user ex-
pectations and perceptions are significantly distorted through nar-
ratives of an allegedly functional system, even when the system
provides no actual benefit [16, 17, 38]. In these studies, the nar-
rative represented the only variable that was manipulated which
had an impact on the participants’ subjective perception. However,
there is limited research on how the narratives surrounding track-
ing protection extensions shape users’ privacy perceptions. These
narratives may influence users’ sense of privacy, potentially affect-
ing their actual privacy in real-world settings or skewing research
findings that evaluate perceived levels of privacy protection. This
study addresses this gap by examining how tracking protection
narratives influence users’ perceived privacy through the following
research question (RQ): How do tracking protection narratives

influence users’ perceptions of privacy protection, personal-

ization, and security during online interactions, regardless

of their actual functionality?

3 Methodology

In the context of privacy protection extensions, users may trust the
narrative of additional protection through bespoke plugins, yet the
extensions may not provide protection. We formulate the following
hypotheses to answer our research question.
H1: Users perceive a higher level of privacy protection when

using functional and placebic tracking protection extensions.

3Sham augmentations refer to changes in a system that appear as if they enhance
functionality or performance but, in reality, do not have any real effect.

Table 1: The questions we asked to determine the perceived

tracking protection. Q1 – Q3 were asked before interaction

with the system to assess if users believed the narratives. We

asked the questions Q4 – Q6 post-interaction to evaluate if

the user still believed the narrative. We asked all questions

on 100-point sliders.

ID Question

Q1 I think my privacy will be protected.
Q2 I think I will see personalized content
Q3 I think I will feel secure while browsing.
Q4 I felt like my privacy was protected.
Q5 I felt like I saw personalized content.
Q6 I felt secure while browsing.

H2: Users perceive less personalized content when using func-
tional and placebic tracking protection extensions.

H3: Users will feel more secure when using functional and place-
bic tracking protection extensions.

We designed our study to explore the influence of the protec-
tion narrative on user perceptions rather than focusing on observ-
able functionality differences between placebo and functional plu-
gins. Inspired by previous work [6, 17], the primary aim was to
investigate whether the protection narrative, Functional Protec-
tion Narrative or Placebic Protection Narrative, could shape
users’ perceived sense of security compared to a No Protection
Narrative.

3.1 Participants

We recruited 36 participants through university mailing lists, con-
tact databases for study participation, and snowball sampling. The
participants were between 18 and 60 years old (𝑀 = 29.6, 𝑆𝐷 = 10.6).
Sixteen participants self-identified as female, 20 as male, and most
(N = 20) were university students. We used the Internet Users’ Infor-
mation Privacy Concerns (IUIPC) questionnaire [19] to understand
participants’ general perception of privacy on a 7-point scale. We
found an average of 6 (𝑆𝐷 = 1.1) for Awareness, 5.4 (𝑆𝐷 = 1.5)
for Control, and 5.4 (𝑆𝐷 = 1.2) for Collection, indicating a com-
parably high level of privacy concerns (cf. [13]). We compensated
participants with €10.

3.2 Procedure

We welcomed the participants upon arrival and asked them to
fill out an informed consent form. Then, we recorded their demo-
graphics, including age, gender, and occupation. After that, the
participants provided their perceived privacy concerns using the
IUIPC questionnaire. Furthermore, we asked participants about
their knowledge of and current use of privacy protection plugins.
Next, we told the participants how cookies, advertising, and track-
ing work and how privacy-protecting browser extensions try to
block third parties from accessing those cookies. We introduced
participants to the two browser extensions through their respective
narratives: We introduced the Functional Protection Narra-
tive as an established and the Placebic Protection Narrative as
a novel tracking protection extension through a short description
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of its purpose and functionality. Although the Functional Pro-
tection Narrative was actually uBlock Origin, we refrained from
disclosing the plugin’s name to the participants to prevent any
potential biases that might have resulted from people knowing and
using the plugin. Consequently, we also removed its name and icon.
Additionally, we informed participants that there was a baseline
condition that did not include a tracking protection extension (i.e.,
No Protection Narrative). During the next section, participants
were required to answer three single-choice questions to determine
if they fully understood the experiment’s goal.

The study task was to find and book a hotel that fulfilled cer-
tain requirements as quickly as possible. We randomized the task
goal, such as whether the hotel should be close to the city center
or offer free parking. Participants conducted three booking ses-
sions with each browser plugin in a counterbalanced order. We
repeated each plugin’s narrative before each condition. We also
showed participants that the extension was running and how they
could view blocked connections (see Figure 2). Only one plugin was
displayed and active simultaneously for each condition. We cleared
all browser data between conditions to prevent participants from
assuming that prior interactions influenced results. We informed
our participants about this reset procedure. Before each condition,
the participants had to answer questions (see Table 1) regarding
their perceived privacy within that specific condition. After each
condition, participants had to fill in their perceived privacy protec-
tion again. Additionally, if participants had previously mentioned
having experience with privacy-protecting browser extensions, we
asked them about the differences between their extension and the
one provided within the study. Overall, the study lasted one hour.
After completing all tasks, the participants were informed about the
study’s true intention and received the option to retract their data
from the study without losing their compensation. We conducted a
pilot study with three participants (two female and one male, aged
21 – 23, all students) to test the study design and procedure. Based
on their input, we made minor adjustments, such as providing a
mouse alongside the touchpad and refining questions for clarity.
We obtained ethical clearance for the study from our institutional
review board.

3.3 Task

We instructed participants to select and book a hotel that fulfilled
certain criteria. We chose a hotel booking task as it represents a
realistic and familiar scenario for most users. Further, as the task
revolves around selecting and completing a booking, it is inherently
associated with explicitly providing personal data and collecting
user data to enhance personalization. Hotel booking also includes
multiple implicit tracking activities, such as accepting cookies or
using location-based information. Previous work showed that third-
party hotel booking websites collect and share personal data with-
out explicitly telling users the implications of the data collection
procedure, including data dissemination practices [40]. We decided
to use a locally hosted website to have control over this environ-
mental factor. This gave us the advantage of replicating the brows-
ing experience exactly during each task. Additionally, this meant
that no third party could collect user data. We ultimately decided

to implement a website that closely resembled the popular third-
party travel page booking.com4 but with stripped functionality. We
only implemented the functionality required for the study, such
as integrating locally hosted tracking through Google Analytics to
simulate tracking activity and enabling the booking process for a
pre-selected set of hotels and cities. We used Google Analytics with
a placeholder tracking ID without connecting to a Google Analytics
account, meaning no data was collected through the service.

3.4 Apparatus

The setup consisted of a monitor, keyboard, and mouse. We used a
browser to display the content of the booking app. For this study,
the browser had to be perceived as neutral as possible and be ca-
pable of displaying both the questionnaire and the study website.
Thus, we used Chromium in its pure form as its interface resem-
bles Chrome, which was already well known by most users and,
thus, reduced the impact on their perceived privacy. Additionally,
Chromium came without Google services, allowing users to browse
without potentially negative perceptions, which might have oc-
curred using Chrome or Edge. Chromium’s functional deficits, such
as the inability to play YouTube videos, did not affect the study
as we did not use or need these features. The plugin of the Place-
bic Protection Narrative simulated a randomized number of
blocked connections between one and 15, similar to the plugin of
the Functional Protection Narrative. Participants could verify
the functionality by clicking on the extension’s icon, where they
could view the blocked connections of the Google Analytics service.
We modified the openly available source code of uBlock Origin,
replacing its icon with that of the placebo condition and removing
its name to eliminate potential recognition bias.

3.5 Independent Variables

We use the Protection Narrative as the only independent vari-
able with the three levels No Protection Narrative, Functional
Protection Narrative, and Placebic Protection Narrative (see
Figure 2).

3.5.1 No Protection Narrative. Participants were informed that
no tracking protection extension was enabled. The browser did not
display any protection mechanisms.

3.5.2 Functional ProtectionNarrative. The participants received
a narrative that they used an established tracking protection exten-
sion. The plugin was functional and blocked connections from the
Google Analytics mock-up service. We used the openly available
code of uBlock Origin but modified it to remove the name and the
icon to prevent recognition bias.

3.5.3 Placebic Protection Narrative. The placebic extension
purported to have privacy protection functionality. We built the
extension using the latest API for browser extension development,
Manifest V3 [25]. We only used Chrome’s standard libraries. To
fulfill the study purpose, the extension simulated a functioning ex-
tension by displaying a number that visually replicated the behavior
of the blocked items of the functional uBlock Origin extension by
randomly displaying blocked connections between one and 15 per

4https://www.booking.com

https://www.booking.com


CHI ’25, April 26–May 01, 2025, Yokohama, Japan Windl et al.

Figure 2: The three conditions employed in the study. The user interacted with the fictional booking website with (1) No

Protection Narrative (no extension), (2) Functional Protection Narrative (modified uBlock Origin), and (3) Placebic

Protection Narrative (our placebo extension). The participants could interact with the extensions during the booking process

by clicking on the extension in the top right corner. Both extensions dynamically displayed blocked connections.

page. The popup design of the extension was inspired by a combina-
tion of AdBlock Plus5 and uBlock Origin. We adopted the concept
of the large power button from uBlock Origin, while AdBlock Plus
inspired the statistics table. In conjunction with other extensions,
we presented the on/off states with either a colored or a grayscale
badge.

3.6 Dependent Variables

We measured the IUIPC [19] of each participant before the start of
the study to assess the user’s general attitude and concerns towards
privacy. After we explained each protection plugin and told partici-
pants which extension they were using for the upcoming condition,
we asked them about their confidence regarding privacy protection
using 100-point sliders. We used visual analog scales (VAS) without
ticks to prevent the responses from converging around the ticks
(cf. [22]). Moreover, VAS has been shown to lead to more precise
responses and, thus, higher data quality [8]. Finally, VAS collects
continuous data, which allows for more statistical tests [29]. We
measure the participant’s confidence in the web extensions’ protec-
tion capability after each condition again (Q4 – Q6, see Table 1).

4 Results

We used Python and R to analyze our data. To compare user ex-
pectations before and after each interaction with the plugins, we
used a Friedman test to assess the main effects of the within-subject
factors (i.e., No Protection Narrative, Functional Protection
Narrative, Placebic Protection Narrative) with the effect size
Kendall’s𝑊 6. In case of a significant effect, we conducted post
hoc analyses using Wilcoxon signed-rank tests with Bonferroni
correction to test for statistical significance between the groups.
The significance level was set at 𝛼 = .05. We report the p-values for
each pairwise comparison if we find a significant main effect, along

5https://new.adblockplus.org
6𝑊 < 0.1: Negligible effect.𝑊 < 0.3: Weak effect.𝑊 < 0.5: Moderate effect.𝑊 ≥ 0.5:
Strong effect.

with the test statistics 𝑉 7. Furthermore, we report the effect size 𝑟
for each pairwise comparison8. Figure 3 and Figure 4 summarize
the results in violin plots.

4.1 Prior Expectations

For Q1, the results indicated a significant main effect between the
groups, 𝜒2 (2, 𝑁 = 36) = 42.99, 𝑝 < .001,𝑊 = 0.60. A post hoc
test indicated a significant difference between No Protection
Narrative and Functional Protection Narrative, 𝑉 = 14.0,
𝑝 < .001, 𝑟 = 0.84, as well as between No Protection Narrative
and Placebic Protection Narrative,𝑉 = 37.0, 𝑝 < .001, 𝑟 = 0.78.
However, we did not find a significant effect between Functional
Protection Narrative and Placebic Protection Narrative,
𝑉 = 176.0, 𝑝 = .11, 𝑟 = 0.41. For Q2, the results indicated a sig-
nificant main effect between the groups, 𝜒2 (2, 𝑁 = 36) = 23.62,
𝑝 < .001,𝑊 = 0.33. A post hoc test indicated a significant difference
between No ProtectionNarrative and Functional Protection
Narrative, 𝑉 = 564.0, 𝑝 < .001, 𝑟 = 0.60, as well as between No
Protection Narrative and Placebic Protection Narrative,
𝑉 = 568.0, 𝑝 < .001, 𝑟 = 0.62. However, we did not find a significant
effect between Functional Protection Narrative and Placebic
Protection Narrative, 𝑉 = 390.0, 𝑝 = .66, 𝑟 = 0.15. For Q3,
the results indicated a significant main effect between the groups,
𝜒2 (2, 𝑁 = 36) = 26.63, 𝑝 < .001,𝑊 = 0.37. A post hoc test indicated
a significant difference between No Protection Narrative and
Functional Protection Narrative, 𝑉 = 47.5, 𝑝 < .001, 𝑟 = 0.75,
as well as between No Protection Narrative and Placebic Pro-
tection Narrative, 𝑉 = 44.0, 𝑝 < .001, 𝑟 = 0.76, However, we did
not find a significant effect between Functional Protection Nar-
rative and Placebic Protection Narrative, 𝑉 = 238, 𝑝 = .63,
𝑟 = 0.25.

7The Wilcoxon signed-rank test was conducted using R (version 2024.09.1+394) with
the test statistic being labeled as V in R, which is equivalent to W in this context.
8𝑟 < 0.1: Negligible effect. 𝑟 < 0.3: Small effect. 𝑟 < 0.5: Medium effect. 𝑟 ≥ 0.5: Large
effect.

https://new.adblockplus.org
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Figure 3: Violin plots of user expectations regarding the present privacy protection between the conditions No Protection

Narrative, Functional Protection Narrative, and Placebic Protection Narrative before interaction. Asterisks denote

significant differences.

4.2 Post-Expectations

For Q4, the results indicated a significant main effect between the
groups, 𝜒2 (2, 𝑁 = 36) = 46.63, 𝑝 < .001,𝑊 = 0.65. A post hoc
test indicated a significant difference between No Protection
Narrative and Functional Protection Narrative, 𝑉 = 25.0,
𝑝 < .001, 𝑟 = 0.80 between No Protection Narrative and Place-
bic Protection Narrative, 𝑉 = 20, 𝑝 = .001, 𝑟 = 0.82, as well
as between Functional Protection Narrative and Placebic
Protection Narrative, 𝑉 = 118.0.0, 𝑝 < .019, 𝑟 = 0.56. For Q5,
the results indicated a significant main effect between the groups,
𝜒2 (2, 𝑁 = 36) = 8.80, 𝑝 = .012,𝑊 = 0.12. A post hoc test indicated
a significant difference between No Protection Narrative and
Placebic Protection Narrative, 𝑉 = 460.0, 𝑝 = .016, 𝑟 = 0.33.
However, we did not find a significant effect between No Pro-
tection Narrative and Functional Protection Narrative,
𝑉 = 411.0, 𝑝 < .351, 𝑟 = 0.20 as well as Functional Protec-
tion Narrative and Placebic Protection Narrative,𝑉 = 368.0,
𝑝 < .354, 𝑟 = 0.09.

For Q6, the results indicated a significant main effect between
the groups, 𝜒2 (2, 𝑁 = 36) = 23.82, 𝑝 < .001,𝑊 = 0.33. A post
hoc test indicated a significant difference between No Protection
Narrative and Functional Protection Narrative, 𝑉 = 76.0,
𝑝 = .001, 𝑟 = 0.67, as well as between No Protection Narrative
and Placebic Protection Narrative,𝑉 = 74.5, 𝑝 < .001, 𝑟 = 0.68.
However, we did not find a significant effect between Functional
Protection Narrative and Placebic Protection Narrative,
𝑉 = 214, 𝑝 = .459, 𝑟 = 0.31.

5 Discussion

Our participants conducted three booking iterations using a track-
ing protection extension with No Protection Narrative, a Func-
tional Protection Narrative, and a Placebic Protection Nar-
rative. Our results show that users felt significantly better pro-
tected pre and post-interaction when using an extension with Func-
tional Protection Narrative or Placebic Protection Narra-
tive compared to No Protection Narrative. This implies that
users who rely on the provided protection narrative are unable to
assess the actual privacy protection. We discuss the implications of
our results below.

5.1 The Presence of Tracking Protection

Manipulates the Perceived Sense of Privacy

Protection

We found that participants expect to be protected whenever a pri-
vacy protection extension is available. Interestingly, there were only
significant differences between the extension with No Protection
Narrative and Functional Protection Narrative as well as No
Protection Narrative and Placebic Protection Narrative,
indicating that an arbitrary presence of protections is enough for
participants to believe that their privacy is protected. Thus, we con-
firm H1, indicating that users perceived higher privacy protection
when using both functional and placebic tracking protection ex-
tensions compared to the no protection. Interestingly, participants
also reported feeling more secure before and after the interaction,
confirming H3, which posits that users feel more secure when
using these extensions compared to the no-protection narrative.
Furthermore, the participants expected to see less personalized
content before interacting when using a functional or placebic pro-
tection narrative compared to a non-functional narrative. However,
a significant effect between the no protection and placebic narrative
remains after the interaction, with an overall decrease in the mean
ratings. We expected this since the website did not adapt content,
regardless of the employed privacy protection extension. Conse-
quently, we partially accept H2, which hypothesized that users
would perceive less personalized content when using functional
and placebic tracking protection extensions.

5.2 Users Cannot Quantify Tracking and

Privacy Protection

Our results echo the findings from Schaub et al. [30], where partici-
pants stated that they lean towards using web extensions but are
unsure how they work and what they protect. We found that partic-
ipants rarely used integrated visualizations to understand exactly
what the extension blocked or protected. Yet, prior research has
shown that privacy protection extensions enable the fingerprinting
of users who disclose their identity and behavior [32] and that web
extensions themselves can lead to security breaches that hurt user
privacy rather than protecting it [26, 28]. Furthermore, participants
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Figure 4: Violin plots of user expectations regarding the present privacy protection between the conditions No Protection

Narrative, Functional Protection Narrative, and Placebic Protection Narrative after interaction. Asterisks denote

significant differences.

disclosed that they did not see any changes to the website when
using a privacy protection extension. We expected this, since we did
not change any website content regardless of the used privacy pro-
tection extension. However, participants still rated their perceived
protection and security higher before and after conducting the
booking process. Hence, future designs of privacy protection

extensions should inform users about their exact intentions

and highlight which privacy-related threats they diminish.

Furthermore, we strongly recommend incorporating placebo

conditions in studies assessing privacy-preserving systems

and interfaces. This ensures that any observed improvement

in privacy perception is not solely attributed to the study’s

narrative, thereby avoiding research outcomes influenced

by participant misconceptions. We state our recommendations
below.

5.3 Studies Investigating Privacy Tools Must

Include Placebo Conditions

Our results hold significance for research investigating new privacy
protection methods using subjective user evaluations (cf. [2, 36]).
We suggest that outcomes in prior privacy studies might stem
from users’ high expectations of the privacy protection method,
even though the extension’s functionality was assessed based on
expectations rather than actual performance. Such placebo effects
compromise privacy studies that evaluate new privacy protection
mechanisms through subjective user feedback [16, 17]. We propose
guidelines to control for placebo effects in subsequent research.

5.3.1 Measuring User Expectations Before and After Study Condi-

tions. Controlling for placebo effects in privacy research is chal-
lenging. In medicine, the placebo effect can be so significant that
many pharmacological trials control for this effect by comparing
the effects of a new treatment (e.g., medicine or vaccine) with a
control group that only receives a placebo. The researchers ensure
that participants are unaware of whether they are in the exper-
imental or control group so they can manage their expectations
before the treatment. In contrast, user studies regarding novel pri-
vacy protection techniques face greater challenges with placebo
control compared to pharmacological trials [9]. Participants in user

studies can often tell if they are using a novel interface by recog-
nizing its differences from a familiar one, leading them to assume
the new interface might be better. To explore the influence of

expectancy on participants’ subjective perceptions and objec-

tive performance, we recommendmeasuring the expectation

regarding the level of protection before and after interaction

with a privacy protection system. Yet, a majority of prior litera-
ture in human-computer interaction neglected to control for user
expectations in the past. Asking for user expectations before

and after interaction regarding the functionality of a privacy

protection system provides insights into potential biases of

subjective user measurements. This ensures that the findings
are not the result of pure user expectations.

5.3.2 Including Placebo-Control Conditions. Similar to medicine,
we recommend including a placebo condition when conducting
studies focusing on privacy protection. By incorporating an active
control group or even a placebo control into the study design, re-
searchers can assess if the new privacy system’s usability surpasses
user expectations. There is the possibility that participants were
affected by a placebo when participants showed similar user ex-
pectations for the active and placebo-controlled condition. If the
user expectations persist after the interaction, chances are high
that users were primed through the study narrative. Nonetheless,
using a placebo control may be inefficient, unethical, or impractical,
especially when a placebo is easily recognizable or when dealing
with vulnerable patients who need active treatment. In these sit-
uations, researchers can statistically adjust for the effect of

expectations, as demonstrated in this study. This involves

measuring expectations before testing and then normalizing

the bias during analysis.

5.4 Limitations and Future Work

Although the framing of the extensions might have skewed privacy
and security expectations more in favor of the Placebic Protec-
tion Narrative, we also observe a potential shortcoming in the
extension design. By definition, a placebo should appear functional
despite lacking true functionality. While our extension largely ad-
hered to this principle, we included visual feedback with random



The Illusion of Privacy CHI ’25, April 26–May 01, 2025, Yokohama, Japan

numbers and a fake blocked items statistic (see Figure 2). Despite
both extensions showing the same number of blocked items during
the search task, the synchronization issue when switching back
to the survey page was caused by the Placebic Protection Nar-
rative displaying a higher count on the questionnaire page than
uBlock Origin. Future research should aim to align more closely
with the definition of a placebo system as outlined by Kosch et
al. [17]. An excellent example is the placebo extension used by
Marella et al. [20].

Our participants were challenged to identify the differences be-
tween the Functional Protection Narrative and Placebic Pro-
tection Narrative. Although such an outcome is possible even
under ideal conditions, our task design revealed two potential limita-
tions that may have influenced these results. Firstly, the task might
have been too brief to discern distinguishing features between the
extensions. Additionally, participants had to complete a different
search task for each condition, particularly searching for different
cities, which might have hindered their ability to determine if the
search results were personalized. Thus, we recommend that future
studies in this area provide participants with more extensive explo-
ration opportunities. This could affect their perception of placebo
extensions. Secondly, the choice to have the experimenter, rather
than the participants, activate and deactivate the extensions might
have impacted participants’ willingness to interact with the ex-
tensions. Moreover, participants were never explicitly encouraged
to examine the extension popups. This could explain why most
participants did not utilize the tools provided by the extensions,
making it difficult for them to identify the placebo extension.

The majority of our participants were university students, who
are generally considered to have above-average technology pro-
ficiency, potentially limiting the generalizability of our findings.
However, even this tech-savvy group had difficulty distinguishing
between the non-functional plugin and the working one. This in-
dicates that less tech-savvy populations might face even greater
challenges in differentiating functional from placebic technology.
Future research should, therefore, include a more diverse sample to
validate our findings and ensure their relevance across a broader
range of user groups.

6 Conclusion

In this work, we investigated placebo effectswith privacy-protecting
browser extensions. We conducted a user study that compared par-
ticipants’ perceived privacy protection through different narratives
provided by tracking protection extensions. By priming our par-
ticipants with three distinct narratives, namely No Protection
Narrative, Functional Protection Narrative, and Placebic
Protection Narrative, we found that users felt more protected
and secure when listening to a Functional Protection Nar-
rative or Placebic Protection Narrative compared to a No
Protection Narrative, although all participants viewed the same
content. Furthermore, participants believed to see less personalized
content when being primed with a Placebic Protection Narra-
tive compared to a No Protection Narrative. Our study results
not only showed a placebo effect but also confirmed previous re-
search on the importance of education in terms of privacy and

security, where users should not trust privacy protection exten-
sions blindly [15, 19]. We see this lack of education as an issue that
should be addressed promptly. Contrary to our significant findings
on the perception of privacy protection, we found that the results of
the perceptions of potentially visually personalized content do not
show a placebo effect. We expected this result since the website did
not adapt any content, regardless of the user tracking protection
extension. This hints that participants were aware that nothing was
adapted. Still, participants perceived a higher level of protection.
Due to a lack of research regarding the placebo effect of privacy in
human-computer interaction, we see a lot of potential for future
work, such as investigating the validity of previous studies that eval-
uate a novel privacy protection system and long-term evaluations
of placebic privacy-preserving interfaces. Furthermore, the lack of
research is especially problematic in privacy, as a placebo effect
can hurt the trust users place in protection mechanisms since users
cannot assess the functionality. This could lead to users deliberately
not using privacy-protecting applications or overestimating the
protection, exposing them to more threats. Hence, we strongly en-
courage future privacy research to incorporate a placebo condition
in their experiments.
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